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1
Decision/action requested

This pCR proposes to add one key issue for FS_enh_EC_SEC.
2
Rationale

SA6 TS 23.558 has defined the security requirements in chapter 5.2.6. One of them is related with the privacy of the user’s sensitive information:

[AR-5.2.6.2-f] The application layer architecture shall support Edge Application Servers to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).

A new key issue accordingly is proposed for FS_enh_EC_SEC.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR33.839.
********************** First Change ****************************

X.Y
Key Issue #Y: User consent on sharing sensitive information
X.Y.1
Key issue details
SA6 TS 23.558 has defined the security requirements in chapter 5.2.6. One of them is related with the privacy of the user’s sensitive information:

[AR-5.2.6.2-f] The application layer architecture shall support Edge Application Servers to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).

There are some cases when EAS needs to obtain user’s sensitive information, for example, in edge relocation, user’s location information is needed for optimize the coordination of change of the Edge Application Server. In order to update the URSP rules due to UE mobility, the Application Function (AF) may subscribe to UE location information from the 5GC, and UE shall be aware of this location information subscription from AF.
In those cases, if the EAS can access to user’s sensitive information without appropriate authorization from the users, then the user privacy will be leaked. 
X.Y.2
Security Threats
Lack of protection of user consent could potentially have following impacts in some cases:

-
Privacy leakage 
X.Y.3
Potential Requirements

Edge Application Servers shall obtain user's authorization in order to access to user's sensitive information (e.g. user's location). 
User consent transmission shall be integrity protected to avoid any tampering.
********************** End of pCR********************
